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Security is a core tenet of technology and has been a central component of
Coretelligent's service offerings since our inception. CoreArmor represents HOW IT WORKS

a dedicated, holistic approach to addressing the growing challenges of The CoreArmor platform unifies several

information security. The platform provides a comprehensive set of threat essential security technologies into a single

prevention and detection features, coupled with expert monitoring, analysis, cohesive platform, providing clients with
and response. This leads to an unparalleled security management platform expert monitoring and response across
that accelerates and simplifies threat detection, incident response, and the entire environment - from critical

infrastructure, servers, and endpoints,
to cloud applications and services.
Organizations do not need to deploy and
manage multiple vendors/products to
verticals. effectively detect and prioritize the latest

compliance management for all deployments of cloud, hybrid cloud, and
on premise environments. CoreArmor also enables advanced enterprise-
class security services for firms of all sizes, across a multitude of business

o ) ) threats that put your business at risk.
Many organizations suffer from “data overload” as it relates to security as

they have security data locked into various silos within their organization

- endpoint security, firewall logs, VPN logs, and more - all this security

data is far less useful without aggregation and correlation to help extract BENEFITS
meaningful insights about potential security events occurring across these 24/7 Managed Detection and Response
devices in your organization. (MDR): Around-the-clock expert monitoring

and threat response

Automation and Orchestration: Accelerate
reaction time
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Reduce Costs: Fully managed security for a
fraction of the cost of developing in-house
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o e COREARMOR - Behavioral Monitoring

KEY SERVICES
J » Intrusion Detection and Response

» Asset Discovery
* Vulnerability Assessment and Response
* Penetration Testing

» Reporting (General & Compliance Driven)

e
;, core

THE POWER OF IT



How It Works

With CoreArmor, powered by AlienVault's enterprise-class Unifed Security Management® (USM) platform, clients receive the
combined benefit of:

Cybersecurity Compliance
« 24x7x365 intrusion detection monitoring and response from « Asset discovery
Coretelligent’s Security Operations Center (SOC) « Vulnerability assessment and penetration testing
« Expert human analysis and remediation . Compliance-driven reporting
« Behavioral monitoring and Endpoint Detection & Response - Exam, audit and Due Diligence Questionnaire (DDQ) support

(EDR)

+ SIEM and log management

« Written Information Security Policy (WISP) support

« End-User security awareness training

« Client portal access for full transparenc
P P 4 « Consultative strategic planning (virtual CISO)
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Service Offerings

Regardless of your firm’s size, there’s a CoreArmor solution
that fits your business’ needs and requirements:

Retention & Response

Monthly Log Storage

250GB

500 GB

1000 GB (1 TB)

Real-time event search

30 days

90 days

90 days

Log Data Retention (Offline)

12 months

12 months

12 months

SOC Monitoring & Response

24x7

24x7

24x7

SOC Review & Support SLA

4-hour response

2-hour response

30-minute response

Physical Locations Monitored

Up to 2 locations

Up to 4 locations

Up to 6 locations

Security Response Hours

6 hours per month

12 hours per month

20 hours per month

CoreArmor Features

SIEM & Log Management

SIEM Event Correlation

Asset Discovery & Inventory

Vulnerability Assessment

Endpoint Detection & Response (EDR)*

Centralized Threat Detection

Dark Web Monitoring
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Threat Intelligence

Included via OTX

Included via OTX

Included via OTX

Orchestration with security tools

Email Alerting
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Reporting & Compliance

Compliance Reporting

PCI, HIPAA, ISO 27001, NIST CSF

PCl, HIPAA, ISO 27001, NIST CSF

PCI, HIPAA, ISO 27001, NIST CSF

DDQ Support & Response

1 Annually

Semi-Annual

Quarterly

Vulnerability Reporting

Monthly

Weekly

Daily

Penetration Testing & Reporting

Annual

Semi-Annual

Quarterly

Review of Security Policies

Annual

Semi-Annual

Quarterly

User Security Awareness Training

1 Virtual Session Annually

1 Virtual + 1 Onsite Session Semi-
Annually

2 Virtual / 2 Onsite Sessions

Per Quarter

Virtual CISO Access

1 Hour Quarterly

2 Hours Quarterly

4 Hours Quarterly

*May increase monthly log storage




COMPREHENSIVE SECURITY FOR THREAT
PREVENTION, DETECTION AND RESPONSE

In today’s constantly evolving threat landscape, maintaining a strong cyber

security posture is more critical than ever. Because of this selecting the right
managed security partner is essential.

CoreArmor safeguards computers, networks and data from unintended or
unauthorized access, change, or destruction.

To learn more or for additional information on CoreArmor,
please visit or call 855.841.5888.

About Coretelligent

TOLL FREE
1.855.841.5888

BOSTON

Corporate Headquarters
34 Southwest Park
Westwood, MA 02090
phone 781.247.4900

fax 781.634.0542

NEW YORK

750 Third Avenue, 9th Floor
New York, NY 10017

phone 646.693.6100

SAN FRANCISCO BAY AREA
2033 Gateway PI, 5th Floor
San Jose, CA 95110

phone 650.837.0700

ATLANTA

3090 Premier Pkwy, Suite 300
Duluth, GA 30019

phone 678.730.0345

STAMFORD

30 Oak Street, Suite 402
Stamford, CT 06905
phone 203.936.7848

Coretelligent is the IT support and private cloud service provider of choice for small and mid-sized businesses
nationwide. Led by world-class technology experts, Coretelligent offers four best-in-class services covering the
full range of technology needs: 360 Support, CoreCloud, CoreBDR, and CoreArmor. Top-tier organizations in the
financial services, life sciences, technology, legal, and professional services sectors rely on Coretelligent to help
maximize their technology return on investment. Founded in 2006, the company has offices in Massachusetts,

Maine, New York, Stamford, Georgia, and California.



