Coretelligent’s CoreArmor

CYBERSECURITY & COMPLIAN%

Comprehensive Solutions to Mitigate Cybersecurity and Comphance Risk,
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Security is a core tenet of technology and has been a central component of
Coretelligent’s service offerings since our inception. CoreArmor represents
a dedicated, holistic approach to addressing the growing challenges of
information security. The platform provides a comprehensive set of threat

prevention and detection features, coupled with expert monitoring, analysis,

and response. This leads to an unparalleled security management platform
that accelerates and simplifies threat detection, incident response, and
compliance management for all deployments of cloud, hybrid cloud, and on
premise environments. CoreArmor also enables advanced enterprise-class
security services for firms of all sizes, across a multitude

of business verticals.

Many organizations suffer from “data overload” as it relates to security as
they have security data locked into various silos within their organization

- endpoint security, firewall logs, VPN logs, and more - all this security
data is far less useful without aggregation and correlation to help extract
meaningful insights about potential security events occurring across these
devices in your organization.
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HOW IT WORKS

The CoreArmor platform unifies several
essential security technologies into a single
cohesive platform, providing clients with
expert monitoring and response across

the entire environment - from critical
infrastructure, servers, and endpoints,

to cloud applications and services.
Organizations do not need to deploy and
manage multiple vendors/products to
effectively detect and prioritize the latest

threats that put your business at risk.

BENEFITS

24/7 Managed Detection and Response
(MDR): Around-the-clock expert monitoring
and threat response

Automation and Orchestration: Accelerate
reaction time

Reduce Costs: Fully managed security for a
fraction of the cost of developing in-house

KEY SERVICES

» Intrusion Detection and Response

» Behavioral Monitoring

» Asset Discovery

* Vulnerability Assessment and Response
» Penetration Testing

* Reporting (General & Compliance Driven)
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THE POWER OF IT



How It Works

With CoreArmor, powered by AlienVault's enterprise-class Unifed Security Management® (USM) platform, clients receive the
combined benefit of:

Cybersecurity Compliance
» 24x7x365 intrusion detection monitoring and response * Asset discovery

from Coretelligent’s Security Operations Center (SOC) « Vulnerability assessment and penetration testing
» Expert human analysis and remediation « Compliance-driven reporting

* Behavioral monitoring and Endpoint Detection & Response . gnd-user security awareness training
(EDR)

» SIEM and log management

« Client portal access for full transparency
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Service Offerings

Regardless of your firm's size, there is a CoreArmor
solution that fits your business’ needs and requirements:

Retention & Response

Standard

Advanced

Enterprise

Monthly Log Storage

1000 GB (1 TB)

Real-time event search

30 days**

Sensor Software License

2

2

2

Hardware Sensors Included

1

1

2

Log Data Retention (Offline)

Unlimited

Unlimited

Unlimited

Alarm Review SLA

High Severity 30 Minute SLA
Medium Severity 4 Hour SLA
Low Severity 24 Hour SLA

High Severity 30 Minute SLA
Medium Severity 2 Hour SLA
Low Severity 24 Hour SLA

High Severity 30 Minute SLA
Medium Severity 2 Hour SLA
Low Severity 24 Hour SLA

SOC Team Engagement Pool

6 hours per month

12 hours per month

20 hours per month

CoreArmor Features

SIEM & Log Management
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Asset Discovery & Inventory
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Vulnerability Assessment

@ Advanced Reporting

@ Advanced Reporting

Standard Reporting and Dashboard
Access
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Dark Web Monitoring

@ Upon Request

@ Upon Request

@ Upon Request

Reporting & Strategy

Vulnerability Reporting

Monthly

Weekly

Weekly/On Demand

Penetration Testing & Reporting

Annual

Annual

Semi-Annual

User Security Awareness Training

Bi-Annual Training w/ Phishing
Simulation up to 100 Users

Bi-Annual Training w/ Phishing
Simulation up to 200 Users

Quarterly Training w/ Phishing
Simulation up to 500 Users

Security Strategy Hours

4 hours per year

4 hours per year

8 hours per year

*May increase monthly log storage
** 90 day real-time event search is available




COMPREHENSIVE SECURITY FOR THREAT
PREVENTION, DETECTION, AND RESPONSE

In today’s constantly evolving threat landscape, maintaining a strong
cybersecurity posture is more critical than ever. Because of this, selecting the
right managed security partner is essential.

CoreArmor safeguards computers, networks, and data from unintended or
unauthorized access, change, or destruction.

To learn more or for additional information on CoreArmor, please
visit or call 855.841.5888.

About Coretelligent

TOLL FREE
1.855.841.5888

BOSTON

Corporate Headquarters
197 First Ave, Suite 360
Needham, MA 02494
phone 781.247.4900

fax 781.634.0542

MAINE

8 Science Park Road
Suite 201

Scarborough, ME 04074

NEW YORK

750 Third Avenue, 9th Floor
New York, NY 10017

phone 646.693.6100

SAN FRANCISCO BAY AREA
800 West El Camino Real
Suite 180

Mountain View, CA 94040
phone 650.837.0700

ATLANTA

3090 Premier Pkwy, Suite 300
Duluth, GA 30019

phone 678.730.0345

NORWALK

149 Water Street
Suite 4A

Norwalk, CT 06854

As a leading provider of comprehensive managed IT, cybersecurity, digital transformation, DevOps, IT strategy,
and more, Coretelligent enables organizations to seamlessly power and grow their businesses. Founded in 2006
and led by world-class technology experts, Coretelligent’s core services are utilized by top-tier organizations in
the financial services, life sciences, legal, and technology industries, among others. Coretelligent’s headquarters
is in Needham, MA, with strategic offices located in New York City, Atlanta, Stamford, Scarborough, and the San
Francisco Bay area; with expanded support locations in Dallas, Los Angeles, Philadelphia, Tampa, Washington,

DC, and West Palm Beach.


http://www.coretelligent.com

